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Common SIP Applications

® SIP Trunking

® A SIP Trunk is a concurrent call that is routed over the IP
backbone of a carrier (ITSP) using VoIP technology.

® SIP Trunks are used in conjunction with an IP-PBX and are
thought of as replacements for traditional PRI or analog
circuits.

® The popularity of SIP Trunks is due primarily to the cost
savings; due to a true convergence of voice and data
infrastructure, Increased ROI, the maximizing of bandwidth
utilization, open source protocol standards, and more.
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Ingate Product Training

Common SIP Applications

DNS Server:
Entry: ip-pbx.ingate.com
Resolves to: Public IP of Ingate
Entry: itsp.serviceprovider.com
Resolves to: Public IP of ITSP

Ingate:
Public IP Address (or)

Domain: ip-pbx.ingate.com
Relay to: Private IP of IP-PBX

)/ Internet

ITSP:
ITSP IP Address or Domain

.

DNS Server

SIP Domain:
Domain: ip-pbx.ingate.com
VolP Trunk: Relay to Phone
or Application

Main Office
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Common SIP Applications

" Remote Desktop
" Extending SIP communications to Remote & Home Offices.

" Extension of IP-PBX services using Open Source standardized
Protocol

® Use of off-the-self SIP Phones and Soft SIP Clients.

DNS Server Main Office
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Ingate Product Training

Common SIP Applications

DNS Server: DNS Override for SIP Requests:
Entry: ip-pbx.ingate.com Domain: ip-pbx.ingate.com
Resolves to: Public IP of Ingate Relay to: Private IP of Asterisk

HDwvoice

DNS Server

AQ_ internet m— LN

“ inGate

SIP Phone:
Username: Extension Number SIP Domain:
SIP Server: ip-pbx.ingate.com Domain: ip-pbx.ingate.com




Common SIP Deployment Issues
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Common Deployment Issues

" Problem #1 - “NAT BREAKS SIP”

SIP Protocol is an Application Layer Protocol

Network Address Translation (NAT) resides at the Transport Layer (TCP/IP)
NAT will not change the SIP addressing within the TCP/UDP datagram
Firewalls are a NATing device and BLOCK all Incoming SIP Traffic to the
LAN

" Any NAT device, either Far End (remote) or Near End (on prem) can effect
the call

IP Address: IP Address:
A 147.10.7.1

gh—~

NAT Device

-
TCP/UDP Layer Address: 10.0.0.12 TCP/UDP Layer Address: 147.10.7.1
INVITE INVITE 3
Contact: 10.0.0.12 Contact: 10.0.0.12 (% >
C=IN IP4 10.0.0.12 C=IN IP4 10.0.0.12 \,o?'?;:f;:z:”\\
m=audio 54054 m=audio 54054 (0%

inGate
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Common Deployment Issues
" Before NAT

" TCP/IP Header is Private Space

® SIP Headers are Private Space

LAN IP Address and
Port Information

¥ Internet Protocol, sr10. 5L, 77. 60 .. TB0), Dst: 10.51.77.1 (10.51.77.1)
# User Datagram Protocol, Src Port: sip (50600, Dst Port: sip (50800
- Seszion Initiation Protocol
7 Request-Line: IWVITE sip:lélzcezocc] (., 51.77.1 r oo
= Message Header LAN IP Address
# wia:isIP/2.0/0DP 10, 51.77.60:5060; rport; branch=z5hG4hreda5ses
# From:"Scott Beer" <sip:i8l39630933810.51.77.1x;tag=484d0eda-186-6c1b36C8
# To:<sip:lal39a30%336810. 51, 77. 1>
# Contact:"scott Beer' «<sip:6l396309] 0, 51, 77 . B060;transport=UoP:

Cal1-10:eda0000-2da6d41€10. 51. 77.1
CSeq: 701887483 INVITE LAN IP Address

User-agent :Mitel-53340-5IP-FPhone Fw.07.41.02 0B000F314048

A1 low: INVITE, ACK, CANCEL, BYE, OPTIONS, REFER, NOTIFY, PRACK, UPDATE

Allow-Events::talk, hold, conference

Supported:timer,100reT, replaces

session-Expires: 1800

Max-Forwards: 70

Content-Type:applicationssdp

Content-Length: 24%

= Message Body
=) Session Description Protoco]

Session Description Protocol wversion (w): O

+ Owhner//Creator, session Id (o) A139630933 1213010017 1213010016 IW IP4 10.51.77.60
Session Mame (=@ SIP Call

¥ connection Information (<o v 110, 51,77, 60
# Time Description, active time (t): u u LAN [P Address

session attribute fal: sendrecy
inGate

T

# Media Description, name and address (m): audio 20282 RTP/4VP O 8 18 101
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Common Deployment Issues
" After NAT

" TCP/IP Header is Public Space

® SIP Headers are Private Space

/_ WAN [P Address

# Internet protoce 207.112.18.164 (207.112.18.164),9.249.3.59 (209.249.3.59)
# User Datagram Protocol, Src Port: sip (50600, Dst Port: sip (50800
- session Initiation Protocol
7 Request-Line: IWVITE sip:lélzcezocc] (., 51.77.1 r oo
= Message Header LAN IP Address
# wia:isIP/2.0/0DP 10, 51.77.60:5060; rport; branch=z5hG4hreda5ses
# From:"Scott Beer" <sip:i8l39630933810.51.77.1x;tag=484d0eda-186-6c1b36C8
# To:<sip:lal39a30%336810. 51, 77. 1>
# Contact:"scott Beer' «<sip:6l396309] 0, 51, 77 . B060;transport=UoP:

Cal1-10:eda0000-2da6d41€10. 51. 77.1
CSeq: 701887483 INVITE LAN IP Address

User-agent :Mitel-53340-5IP-FPhone Fw.07.41.02 0B000F314048

A1 low: INVITE, ACK, CANCEL, BYE, OPTIONS, REFER, NOTIFY, PRACK, UPDATE

Allow-Events::talk, hold, conference

Supported:timer,100reT, replaces

session-Expires: 1800

Max-Forwards: 70

Content-Type:applicationssdp

Content-Length: 24%

= Message Body
=) Session Description Protoco]

Session Description Protocol wversion (w): O

+ Owhner//Creator, session Id (o) A139630933 1213010017 1213010016 IW IP4 10.51.77.60
Session Mame (=@ SIP Call

¥ connection Information (<o v 110, 51.77.60
# Time Description, active time (t): u u LAN IP Address

session attribute fal: sendrecy
inGate

T

# Media Description, name and address (m): audio 20282 RTP/4VP O 8 18 101
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Common Deployment Issues

" Resolution #1 - “NAT BREAKS SIP”

® SIP Protocol requires a SIP Proxy or Application Layer Gateway and NAT

" SIP Proxy (SIP-Aware Firewall) will correct IP Addresses and Port allocation in
SIP Protocol from Private LAN addresses to Public WAN address.

" SIP Proxy monitors all SIP Traffic IN and OUT and can apply routing rules

IP Address:

IP Address: N
Er ks & [ Internet )
inGate S
=
TCP/UDP Layer Address: 10.0.0.12 TCP/UDP Layer Address: 147.10.7.1
INVITE INVITE
Contact: 10.0.0.12 Contact: 147.10.7.1
C=IN IP4 10.0.0.12 C=IN IP4 147.10.7.1
m=audio 54054 m=audio 69095

inGate
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Common Deployment Issues
" After NAT & Ingate

" TCP/IP Header is Public Space

" SIP Headers are Private Space WAN IP Address
# Internet protoce 207.112.18.164 (207.112.18.164),5.245.3.59 (209.249.3.59)

# User Datagram Protocol, Src Port: sip (50600, Dst Port: sip (50600
- Sesszion Initiation Protocol
¥ Reguest-Line: IMVITE sip:lél3cez0c200, 240, 3, 50 /2.0
- Message Header
H via: SIPAZ.0/UDP 207.112.18.164:5080; hranch=z%hadbkha42dfh39l4946hE801d52bds732dc849. 0
Seszion-Expires: 14400
+# wia: SIFPA2.0/UDFP 207.112.18.164:5060; branch=z2%hG4 bk 793e5C7e89eflBid673cae730cd3lacle. 0shZhSxTERIO-Novioajpa__
# To: <s1p:lel39630833@209, 245, 3, 59>
+# From: <si1p:6037654384@2005. 249, 3. 5%, tag=562hb412e7
Call-ID: 30ald9e8-484d471bhd3Tc8-2223858748s1pyt-46ddaefa

¥ CSeq: 1207043244 INVITE
¥ COntact: <sip:esFHgZvDMNeywSxnkdky=P2v7nod Z_TLy 5yxd _ITyevDogxB0_wdC25Fkksdpe2 Q7,11 2,18, 164

Supported: timer, replaces
Al low-Events:talk, hold, conference x
Min-SE: 90

Max-Forwards: &3
Content-Type:applicationssdp
Content-Length: 24%
Record-Route: <sip:997azB0r34el76598207.112.158.164; Tr>
= Message Body
= Session Description Protocol
session Description Protocol wversion (vl O

+ COwner//Creator, session Id o): G139530933 1213010017 1552 IM IP4 207.112.1 WAN IP Address
Session Mame (s3: SIP Call
¥ Connection Information ¢<: v 207.112.18, 164

# Time Description, active time {Ly. u u
Session Aattribute (a): sendrecw
# Media Description, name and address (m): audio 58534 RTPAAVE O 8 15 101

WAN [P Address

WAN IP Address

mate
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Common Deployment Issues

" Ingate Benefits - “NAT BREAKS SIP”

" Ingate products are ICSA Certified VolP Firewalls

" Ingate have a SIP Proxy, SIP B2ZBUA and NAT working
together

" Ingate SIParator can bring enhance the SIP capabilities and
SIP security of an existing Firewall

" Ingate can provide “Far End NAT Traversal” functionality

®  What Other IP-PBXs Vendors Do

® Most all IP-PBX vendors recommend the use of some sort
of “SIP-Aware Firewall” for deployment

" Other recommend the use of Port Forwarding, to forward
Port 5060 and a thousand other Ports to the IP-PBX —
HUGE SECURITY RISK!

‘s

CERTIFIED

inGate



- _________ _________
Ingate Product Training

Common Deployment Issues

" Problem #2 — SIP Interoperability
® Not all SIP is the same

" One vendors implementation may not be the same as another

" There are many SIP components and extensions that may be supported on
one vendors equipment and not on another

® SIP Protocol 1s an open standard and can be left to interpretation by each
vendor

" Examples
" Use of REFER Method is not typically supported by I'TSP
" Use of INVITE with Replaces Header is not typically supported by ITSP
" Some I'TSPs don’t like SDP with “a=Inactive” attribute
" ENUM SIP URI Delivery is supported by some and not by others
" Various TO and FROM Header conformances
" Alternate SIP Domain routing requirements |n G a'l'e
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Common Deployment Issues

" Resolution #2 — SIP Interoperability

" Testing and Development for each Vendor

" Extensive Testing and Development time devoted to each
vendor integration to ensure complete interoperability — a huge
undertaking

" Customization and Flexibility development for each Vendor
integration

" SIP Connect Compliance

" Adherence to SIP Forum — SIP Connect Compliance,
governing body of SIP Trunking deployments an standards

inGate
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Common Deployment Issues

" Ingate Benefits — SIP Interoperability

" In General,
" Can rewrite headers commonly needing changed between vendors
" Provide SIP Protocol error checking and fixes Protocol non-conformances
" Routing Rules and Policies to direct traffic

® Contains extensive list of features devoted to SIP non-conformances
customization

" Ingate contains a B2BUA

" Separates the call between the two parties, helping separate two different
implementations of SIP

" Provides Client or Server User Accounts for Registration and
Authentication

" Separate SIP Method Handling between two parties

inGate
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Common Deployment Issues

" Problem #3 — SIP Security

" SIP is written in clear text within the datagram of a UDP or TCP Transport.
®  Confidential User/SIP URI Information

" A SIP URI 1s like an Email Address, once someone has it, they who you are and where
you are located.

® The malicious person or software can send SIP Request after SIP Request to your SIP
URI. Some malicious uses like DoS Attacks, SPIT Attacks, Intrusion of Services, Toll
Fraud, Tele-markers and more.

" Called and Calling Party Number Information
" Private LAN Network Address Scheme

" Giving away the confidential Private IP Address scheme of the internal LAN network,
gives malicious attackers knowledge of the internal configuration of the Enterprise.

® The Port being used on the device, gives malicious attackers where to direct traffic

®  Media Attributes

" Hasy to see what Media is being negotiated and where its going

inGate



- _________ _________
Ingate Product Training

Common Deployment Issues

" Why is SIP Insecure?

" Written in clear text within the datagram of a UDP or TCP Transport.
# Internet protoce 207.112.18.164 (207.112.18.164),9.249.3.59 (209.249.3.59)

# User Datagram Protocol, Src Port: sip (50800, Dst Port: sip (S0600
= session Initiation Protocol
¥ Request-Line: INVITE sip:lé13o63000]10Q, 51.77.1Fr/ 2.0
- Message Header
# wia:isIP/2. 0/UDP 10,51, 77.60:5060; rport; branch=z5h a59e3

From: “Scott Beer” <sip:6139630033610.51,77,1>184d0eda-186-6c1h36C8 Confidential SIP URI
Tresins1A120A2N022@IN 51 77 1 of the User
# Contact:"scott Beer" <sip:6l396309] 0, 51, 77 . GO & transport=uDP>

Call-IDb:edaf000-2daddd41@l0, 51, 77.1

Confidential User
Information

+ CSeq:FOLEE7485 INVITE . .
User-agent :Mitel-5340-5IP-Phone Fw.07.41.02 0B000F314048 Confidential
21T ow: INVITE, ACK, CANCEL, BYE, OFTIONS, REFER, NMOTIFY, PRACK,, UPDATE Equipment
Allow-Events:talk, hold, conference

supported:timer,100rel,replaces

session-Expires: 1800 MIME Content
Max-Forwards: 70

Content-Type:application/Ssdp
Content-Length: 24%
- Message Body
= Session Description Protocol
session Description Protocol version (wi: O
+ OwnerCreator, Session Id (o): 8139630933 1213010017 121301001
Session Mame (s): SIP Call

¥ Connection Information €< 1w 100, 5. 77 .60

# Time Description, active time (L, : u v Media
Ssession Attribute (a): sendrecy

# Media Description, name and address (m): audi 20282 TRAawvP 0 8 18 101 Attributes

LAN IP Address and
Port Information

IP4 10.51.77.60

inGate
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Common Deployment Issues

" Common SIP Attacks

® Intrusion of Services

" Devices attempting Register with a IP-PBX in an attempt to look like
an IP-PBX extension and gain IP-PBX services

" SPIT (SPAM over Internet Telephony)
" Toll Fraud

" A form of an Intrusion of Service, where malicious attempts to send
INVITE:sS to an IP-PBX to gain access to PSTN Gateways and SIP
Trunking to call the PSTN

® Denial of Service

" INVITE (or any SIP Request) Flood in an attempt to slow services or
disrupt services

" Orany UDP or TCP tratfic directed at a SIP Service on SIP Ports
" Indirect Security Breaches

" Private LAN IP Address and infrastructure are now made publicsand
can be used in attacks to other non-SIP areas In G ate
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Common Deployment Issues

" Resolution #3 — SIP Security

Dynamic Encryption of SIP URI

" Using the SIP Specification, enforce an Encrypted SIP URI where possible
Dynamic Port Allocation

" Dynamically change ports on every call.
Hide LLAN IP Address Scheme

" Apply LAN to WAN Network Address Translation within the SIP Signaling
TLS and SRTP

" TLS Transport provides complete encryption of SIP Signaling
" SRTP provides encryption of RTP Media

IDS/IPS for SIP Protocol

® SIP Protocol specific Intrusion Detection Systems and Intrusion Prevention
Systems allow for monitoring and statics of all SIP Traffic, and apply rules and
policies based on the traffic

Traffic Routing Rules and Policies
" P Address Authentication, SIP URI Validation, and Routing Rules in G a-l-e
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Common Deployment Issues

" How to make SIP Secure

TLS to Encrypt
all SIP Signaling

Internet Protocol, src207,.01012,08, 164 27.112. 18, 1640 Dotmdemefies s rTr (J10, 82,225, 2020
User Datagram Protoco] =sre==Furc. =10 (020600, Dst Port: sip (50600
= Session Initiation Protocol
Request-Line: INVITE sip:+1613963088216.  82_ 225,202 1r/2.0
= Message Header
® via: SIP/2.0/UDP 207.112.18.164:5060; branch=z%hG4 bkhde00lc8359d559d
Session-Expires: 14400
M via: SIP/2.0,/UDP 207.112.18.164:5060; branch=z%hG4bke799f
H To: <sip:+16139630533@216.82.225.202>
From: "Scott Beer"” «<sip:0l39630933@216.82.2
Call-I0: 7t07a097-48h85d747273e-19d93 dahass
# CSeq: 150055158 INVITE
User-agent : Ingate-Firewall/ z
Contact: <sip:Eawid3Eul UUGEB207.112.18. 164 Encrypted
Supported: timer, replaces
subject:sip phone <all SIP URI
AlTow-Events:talk, hold, conference
Min-SE: 90
Max-Forwards: 68 Firewall Filters on
Content-Type:applications/sdn
Content-Length: 248 MIME Content
Record-route: <sip:6b3T8d674Ted4888@207.112.18.164; 1r=
= Message Body
= Session Description Protocol
session bescription Protocol version (wl: O
owner Creator, session Id (o) 6139630933 1220028525 305 IM IP4 207.112.15
Session Mame (s): SIP Call
Connection Information (<): w1 207.112.18.1464
Time pescription, active time (t): 0 O
cession arttribute (a): sendrecwy SRTP to Encrypt
Media Description, name and address (mJ: audd S8200TP/avP 0 8 15 101 .
Media Attribute (al): rtpmap:0 PCMU/S000 == a” RTP Medla
media attribute (a): rtpmap:8 PCMA/BO00 .
Media attribute (al): rtpmap:l8 G725,/8000 Dynamlc Port
Media Attribute (al): rtpmap:l0l telephone-event  BO00 /\H()Catior1

Hidden IP in User

Information
25aB8c70lceh3f. 0

v| Hidden Internal
Vendor

Hidden LAN IP
Information

(2 =2

BEEHBEBEBE

inGate
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Common Deployment Issues

" Ingate Benefits — SIP Security
" Dynamic Encryption ot SIP URI
" Dynamic Port Allocation
" Hide LAN IP Address Scheme
" TLS and SRTP

" IDS/IPS for SIP Protocol
" Traffic Routing Rules and Policies

" Ingate products are ICSA Certified VolP Firewall

" Ingate 1s focused on providing SIP Security
iInGate



Introduction to Ingate Products
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Ingate products

Firewalls

SIP-capable firewalls for
computer security and
communication

Ingate Firewall

Infernet ==@

New and replacement installations

SIParator™

SIParator™ - Add-on to existing
firewalls to enable SIP
communication

Ingate SIParator

Internet

IP Phone

Preserve firewall investment and
keep established security policies

inGate



Extensive SIP Feature Set

BN

Sol. for Remats I\IAEaTlr-End |
Workers raversa
L and STUN
Near-End
Traversal
SIP Proxy,
ALG, B2BUA, SIP-ALG-only
Registrar Firewalls
can only do
this much )

N
SIP Trunking
Tool Set

SIP Trunking

inGate



The Ingate Product Family

Firewall® 1950
\S
09%‘&(80 or
Sqq /‘ Firewall® 1650 SIParator® 95
a0 SIParator® 65

A\ wpe Firewall® 1550 —
/ or
SIParator®55

Firewall® 1500 | 350 Calls*

or

SIParator®50
Firewall® 1190 | 150 Calls* -

o PR N
L e ° .S I P Tru n ki ng

SIParator®19 | = =

*Remote SIP Connectivity
50 Cal |S* *Quality of Service
*Advanced SIP Routing
*\/olIP Survival
i Enhanced Security
Capacity
Additional SIP Traversals

* Calls = Maximum Concurrent RTP Sessions = SIP Trunks In G Cli'e



Connecting the Firewall

" Ingate Firewall
® Handles All Data Traffic
- PI‘OVi dCS N AT Ingate Firewall D‘

" Protocol Service Rules -
" Data Traffic Relays Mmet '/
" VPN (IPsec) Tunnels |

" PPTP Tunnels

" DMZ Networks (multiple networks)
" Default Gateway of the LAN

" DHCP Server

" SIP Session Border Controller inGate

——— -
(el = -

=22 I
IP Phone



Connecting the Firewall

Network Address Translation (NAT)

Internet

.....
.....

’
l

Directly

Connected 7
Qtwork _____
’ Ingate IP: ‘~" N

‘51 51.51 254 .

.......... -1 inGate

4 Ingate P:
\. 10.51.77.1 f’ﬂ

e -’
- -
------

Directly
Connected
Network

(10.51.77.0124

Firewall Two LAN Networks

Internet

Default GW:" \

’

E 'j‘__,.._,,‘ 5151511

Directly
Connected

-
" ...
.’

~ Ingate IP:
451.51.51.254,"

e -’
- -
b T

_____
.......
s

........... 4 IngateIP \
y o - ‘~ 10.51.10.1

105110024

Directly . ORI 7 Dza ] Directly
Connected / 5 Connected
Network

Network




Connecting the Firewall

DMZ Networks VLAN — Voice & Data Networks

e )
Internet

Internet

-----
- -
Py ..

> ,' Default GW:"
..u--\ 51 51.51. 1 .‘

51 51.51 0/24 """"""

Directly
Connected
Network

-
........

“Ingate IP: "'5 —

Directly
Connected

-
‘‘‘‘‘‘

/" Ingate IP:

PR i

1 / "Ingate IP: " oA S
Y 51 51.51. 254., ‘.‘ 10.51. 101 « 5 51 51.51 254. .
e / 10 51.10. Of24 Directly =
------- ; -r" Connected p— /
i Network B = .77 T U L. .
g G Cﬂ'e '.' Ingate IP: \:'" N G lee
i 1051771
---------- %3 10 51.10. 1 ,‘/ﬂf_-’ 4

See

-:: Vi 1o 51.77. 0124
Directly L 0-21-77-0/24 ) 4051.10.0/24 )
Terreniet : Public or Private Network J VLAN D: 10..
Network Address DMZ Networks Directly
Connected =
- Dnrectly
Network Connected

Network

B

inGate



VPN Tunnel

______________________________________________
Connecting the Firewall

S

Y, 1223561

- -

Directly
Connected

Rules & Relays

-------

Directly
Connected y
Network ____ l.“ J
*Ingate IP: ‘. i

$51.51.51. 254, .
-------- -1 inGate

Ingate P -

1 inGate
- 1921631 1 .

192 168.1 (}/24 Directly
Connected
Network

o~

Internet

........

efault GW .
. 51.51.51.1

H
s,
‘n...._."

W

- .

/" Ingate IP:
', 10.51.10.1 |

""1'0 51100124 )

Directly
Connected
Network 8
; “Ingate IP:
kS 51 51.51.254 4.

-
St mmaaa=®

R

'IngateIP 1
L, 10.51.77.1 , f”

Sean

Directly
Connected
Network

Directly
Connected
Network

......

s -
-------

“10.51.77.0i24

Service & Port
Defined Forwarding

Directly
Connected
Network

inGate



Connecting the Firewall

Firewall to other Routed Networks Everything to do with SIP
Internet Internet ' ':3_: SIP Trunking N
< )\\X_ . Hosted SIP Users ITSP
'Default GW:" ¢

Directly
Connected
Network

Directly L 51 51.51. 1

Connected

. Hosted Service -

------- Ne‘“‘j",k,---.-_‘ . Provider

' Ingate IP: N ' Ingate IP: “.".' - N [ ™ '\.”_{"‘.__

. 51 51.51 254 . Y 51.51.51. 254', | /
"""""" - T ( Remote Office )

M '\_____."r .\__Y_w/ ‘_\

==c ] — Fa { X ."|

—_— e “"'. b - L] ."l .
ln Gate | 7l inGate (" Road Warriors )
D : o Ingate IP ‘-. L~

"""" 1051774 T gL

" Ingate IP:
(10.51.77.0/24 . 10.51.77. 1

f / Vi -~
\ \ r~ - -
| M, f b, S Tresam==

...... .j'-
" Everything SIP

=

Directly
Connected
Network

10 51.77. 0124

~

', Routed
Network Directly
Connected
AN Network

inGate



Connecting the SIParator®

Internet

inGate inGate I inGate inGate . I inGate
EXISTING EXJSTING EXISTING EXTSTING 3
‘ﬁl Flnzwm Q-mmm &I HREWMLE "'I :Emgi':’hlLE &-iﬂ:ﬁﬁﬁ%
LAN DMZ DMZ/LAN Standalone WAN
Firewall logs all activity  Firewall logs all activity Lower firewall load SIP traffic separate from QoS and Proxy ARP
other data traffic Firewall logs data traffic

" Existing Firewall
® Port Forward 5060

" Port Forward Media Port range _
iInGate



Connecting the SIParator®

SIParator Deployment. DMZ
" NAT FW needs to

Port FWD from ¢ s
Internet to DMZ.

cne-
------

> 3 Default GW
Directly A~ 51.51.51.1 .' Public or Private Network

and again from C;gp;g;:d st 0/24’/3 R
DM to LAN AT AT e
....... ‘ . -“"‘___-' Sas e
" Increases number gggggﬁ {/ ‘g 100/24. | cf,’i.’::;',ﬁd\
"""""""""""" =4 ] | ’ POt : e Network '
of Network hops P P 7( oy
. tan T L N T <
Very Secure Directly 3'10.51.77.0/245‘
Connected ;
" Ingate needs to Network

know WAN IP
address

\'

inGate



Connecting the SIParator®

B NAT FW needs to SlParator Deployment. DMZ-LAN
Port FWD from
Internet to DMZ

Internet

-
‘‘‘‘‘

—-"Default GW:*
] " Directly N e . 51.51.51.1 ,- Public or Private Network
DCCI‘C&S@S Ne t W Ol‘k {/ Connected 51 5151 0;24 ......... -) Address DMZ Networks

7 "NAT FW IP:* “NAT FW IP:

hops Rt e

| 51.51.51 254 4. i . 10.51.10.1
" VervSecutre 07 | ""’"""1’0 51.10.0/24
Very Secure Ex_lshuej — { |/ Directly \
--------- . PREWALLE e ol Sl Jl
“NAT FW IP: s ngate 3 Network

" Ingate needs to s/ ‘10_?_1_fi_2_§4“ -------
know WAN IP STV — A T inGat

{ _ (10.51.77.0/24 S ingateIP: N,
Directly :
addfﬁs S Connected ' 4 1? 51.77. 2!":4
Network J — — |  Ttseaae=T

inGate



Connecting the SIParator®

Sl|Parator Deployment: LAN
" NAT FW needs to p y_» |

1

POrt FWD fme Internet )

Internet to LAN - D',;f'a';,'t'g\;,;
Directly LY, 5151510 )
" Decreases Network °°“"°°‘e"____.
hops
............... —vy i
® ] .east Secure ﬁ;’él&}fﬁ
" Ingate needs to &A'{'F'JJ]& 1
| 051774 T8 N e,
know WAN IP "speanett * Ingate IP: ™,
10 51.77. 0/24 ‘ 10 51.77. 254
addrﬁ S S Directly “ ..v .......
Connected

Network



Connecting the SIParator®

" Ingate has its own

Public IP address
" One Network hop
" Very Secure

" Reduces impact to

NAT FW
" No NAT FW setup

required

S|Parator Deployment: Stand-alone

" Internet
|

-----
aaaaa

> Default GW
Directly ~ .-é---‘ 51.51.51. 1 .'
Connected

"
.........

-------
-
Al §~

’ " Ingate IP: ‘-.
51 51.51.250,/

Ll 2
- -
o' .‘

“NAT FW IP: *
! *51.51.51 254

msnuc E
FIREWALL ;

“NAT FW |P .......
‘ ‘

.......... L 9 10 51.77. 254
/// L

Directly AL P
Connected
Network @ Q >




Connecting the SIParator®

S|Parator Deployment: WAN
" Ingate has its own N

Public IP address

Internet

e
- -
“a

. > 'Default GW:"
- NAT FW haS 1t cDirectIlyd e S L O 51 51.51 ‘1’\ J
Netmork 51 51.51.0/24 1777727 /}
own IP address \ I . .
"""" - — = Ingate IP:
S'NATFW IP: ‘51 51.51.250,
" Ingate adds QoS 51_51_5_1__2.5,? ‘‘‘‘‘‘‘ | e
and Traffic Shaping mm‘;ﬂ
4 |n Gate
- VCI’Y Secure N»;TI;U';IP /‘l—— ______
. 10.51 7?1 e - Ingate IP“ ‘..

" No NAT FW setup / ----- 1051 . Df24 ‘ 10.51.77.254

Connected

r 6 qulr C d ( Directly




e
How Does It Work?

" SIP Proxy

" Stateful Proxy redirects calls

" NAT/PAT for UDP/TCP/TLS and SIP
= SIP B2BUA

" Rewrites Request URIs, Domains, and other Headers
" SIP Registrar / Client

" (Can Register to ISTP, and provide a Registrar for SIP
Clients

" SIP Media Relay
" (Can ensure media is directed in/out

" Dynamically open and close ports for security inGate



e
Ingate SIParator®

™
IngateSIParator Internet

2 .

t— RTP traffic

Il’-rf\vluqie IP (UDP port
Addresses 4 interval)

SIP traffic
(5060 UDP/TCP)

- |
|||||||||||||




e
Optional Modules

" The SIP functionality in Ingate Firewalls and SIParators
has several software extension modules.

" Remote SIP Connectivity
" SIP Trunking

" Advanced SIP Routing

" VoIP Survival

" Extended SIP Security

" Quality of Service

inGate



Optional Modules

Remote SIP Connectivity

" Manages SIP clients behind NAT boxes which are not
SIP-aware

® Solves far-end NAT traversal

" Tncludes a STUN server

inGate
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Optional Modules

Remote SIP Connectivity
Far End NAT Traversal (FENT)

-------
-
”\

Default GW:* .
. 192 168.1. 1

-
---------------

. Home NAT Firewall
.. (not SIP-aware)

Directly
Connected

-
......

Y -
- -
-------

- All SIP addressing is in Home

:  LAN Address space
‘e Not routable over Internet

-
- -

+Ingate IP:
‘. 10.51. 774

v,.‘

« All SIP addressing is corrected
and points back to Ingate IP .

« Ingate changes behavior with far
end SIP Client |

« Works with FENT to ensure !
Media and SIP signaling back to
SIP Client 5

-----

Directly
Connected
Network

inGate



Optional Modules

SIP Trunking
" Lets the administrator rewrite the entire or part of a SIP URI before
the request 1s passed on

" Redirects requests based on From header, Request-URI and
originating network

Adds features to make the firewall register on behalf on clients

" Local Registrar, B2BUA, Proxy, extensive Dial Plan & Routing
features.

inGate



Optional Modules

SIP Trunking

-------
-
- -

/" ITSPIP:

— \ 91 82.73. 65 .
" Internet 5",: - |

Default GW: ", p D va
5151511 )/ —H

Directly
Connected
Network

( Remote Office
"
..
......... - TDM Trunk replacement (T1, PRI.. etc)

- Ingate P: . Service Provider for DID
‘-.10 774 '+ IP-PBX to IP-PBX connectivity

-
----

Directly
Connected
Network

710.51.740/24

o N+1|P-PBX to N+1 ITSP call flow
management
- Complete SIP SBC for the Enterprise
- SIP Proxy, B2ZBUA, Dial Plan, Routing,
. Registrar and more
- Normalizes SIP Traffic between all
. endpoints.

inGate
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Optional Modules

VoIP Survival

B Monitors one or more remote SIP servers

® Useful for branch offices which uses a SIP server at the
main office

" When the remote SIP server is down, the firewall:
" Acts as registrar for the monitored SIP domain

® Manages local calls

" Redirects PSTN calls to a local PSTN gateway

" Manages outgoing calls to other SIP domains

inGate



______________________________________________
Optional Modules

Extended SIP Security

® Contains features such as:

= IDS/IPS

" Makes it possible to block SIP traffic due to various
conditions

" Tratfic exceeds a given rate limit

" Packets match specified criteria

" TLS and SRTP
Advanced SIP Routing

" Create hunt groups, aliases and other user-based features

inGate



Break — 10 minutes
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Ingate Startup Tool

inGate
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Ingate Startup Tool

Startup Tool

" “Out of the Box” setup and commissioning of the Firewall
and SIParator products

" Update current configuration

" Product Registration and unit Upgrades, including
Software and Licenses.

®  Automatic selection of I'TSP and IP-PBX
" Backup of Startup Tool database

" Located at www.ingate.com FREE!

inGate



Ingate Startup Tool

Startup Tool - Product Type
" Select the Ingate Model

i’l}'ﬂ Select Product Type

Wi'elcome bo the Ingate Skartup tool - this ool will assist wou in setking up your new Ingate unit

Setup

EthO

Connect your computer bo wour Ingate unit like this,

Ingate model - Please Select model

irewsall 1190/5IParator 19 v

SIParakor SBE

Firewall 1150/5IParakar 15
Firewall 1190/5IParator 19

Firewall 1450/5IParakar 45
Firewall 1500/5IParakar S0
Firewall 1550/5IParator 55

inGate
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Ingate Startup Tool

Startup Tool Title Reference

Configure the unit for
the first time

Change or update

configuration
Register the unit

Backup the config

IP/MAC Address

Password

Ingate Startup Tool - Helps configure your Ingate unit

Ingate Startup Tool Yersion Help
fou are running the latest wersion of this kool

Establish conkact
Inside {Interface EthiO)
IP Address:

First select what wou would like to do:
() Configure the unit For the first time
(%) Change o update configuration of the unit

[ register this unit with Ingate
[ Uparade this urit Enter the password

Password:
|:| Configure Remote SIP Connectivity
Configure SIP krunking
[JBackup the created configuration
[]reate a config without connecting ko a urit

[ this kool remembers passwaords

Skakus

Remate SIF Conneckivity

WPMN

QoS

Enhanced Security

15 5IP Traversal Licenses

20 SIP User Reqistration Licenses

Software Version: 4.6.2
Error: Please enter an IP address ko vour provider,
Error: Please enter an IP address ko vour provider,

Ingate Startup Tool Yersion 2.3.6, connecked ko: Ingate Firewall 1190, 1G-092-719-5012-4

inGate



Ingate Startup Tool

Firewall or SIParator
deployment type

Inside (EthO0) - Private
Outside (Eth1) - Public
Detault Gateway

DNS Server

Startup Tool - Network Topology

Ingate Startup Tool

Metwork Topology | 1p-pEx | ITSP | Upload Configuration

Product Type: Standalone SIParator v
Inside (Interface EEhO)

IF address: 1 . 51 . F7 . 100
Metrmask: 295 , 255 25 ., 0

Cutside (Interface Eth1)

Internet

Existing firewall

[ Use DHCP ta abtain P Ingate SiParator
IF Address: 123 . 123 , 123 . 10 LAN I
Metmask: 55 . 255 L 255 . O

[] Allaws https access ka web inkerface fram Internet

IP-PBEX
Gakeway: 123 . 123 . 123 . 1
DNS setver
Primary: 4 .,z 2 .2
Secondary: 4 .z .z .1
(Optional)
Skakus

Ingate Startup Tool Wersion 2,3.2, connected to: Ingate SIParator 19, 1G-092-702-2121-2

WoIP Survival

YPM

QoS

Erhanced Security

10 5IF Traversal Licenses

10 SIP User Regiskration Licenses

Software Wersion: 4.6.2

inGate
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Ingate Startup Too

Startup Tool — IP-PBX

Mebwark Tapolagy | IP-PEX | 1TSP_1 | Upload Configuration

. S elect IP_PBX IF-PEX {should be located on the LaM)

Tvpe: Genetic PEX " |:| PEW reqgisters at the Ingate
. P : d IP Add IP Address: o .o . a .0
roviac eSS
SIP Domain:
Status

Ingate Startup Tool Wersion 2.3.6, connected bo: Ingate Firewall 1190, 1G-092-719-5012-4

QoS -
Enhanced Security

15 5IF Traversal Licenses

20 5IF User Registration Licenses

Software Yersion: 4.6.2
Error: Please enter an IP address to vour provider,
Error: Please enter an IP address to vour provider,

inGate




Ingate Startup Tool

Startup Tool - ITSP_1

Ingate Startup Tool

- S ele Ct Trunkin g P rOVi d er Metwork Topology | IP-PEX | ITSP_L | Uplaad Canfiguration

Marne: Seneric ITSP - DIDUser name

(start of range):
Account information:

" Account Information s s

Provider address Authentication narme:

(same as DID if blank)
IP address:
o.o.0.10 Damain:
[Juse domain name
Password:

Advanced

Prefix to match and remove From inbound calls
Prefix:

Advanced: DID - Mapping to Local user

DID range size:
Prefix to add to outbound calls

Prefix
Local phone numbers
Forward Jxx messages {skart of range):
i Password:

Skatus
Ingate Startup Tool Wersion 2.3.6, connected to: Ingate Firewall 1190, 1G-092-719-5012-4

Remote SIP Connechivity A
VPN

Qo5

Enhanced Security

15 5IF Traversal Licenses

20 5IP User Regiskration Licenses

Software Yersion: 4.6.2

inGate




Ingate Startup Tool

Startup Tool — Upload Config
. Login tO Web GUI and Metwork Topology | IP-PE= | ITSP_1 pload Lonfiguration

Disclaimer

Ingate Startup Tool

Verbose Logging (SIF debug)

M While Ingate has made every effort ko ensure A
a S ettln S interoperability with each Ingate Certified
and Self-Certified vendor, every possible

configuration, cambination andfor software
wersion has not been kested, For technical

" Upload :

Final step

(%) Logon ko web GUI and apply settings
() apply settings directly using serial interface

[IBackup the configuration

pload

Status

Ingate Startup Tool Version 2.3.2, connected to: Ingate SIParator 19, 1G-092-702-2121-2

QoS Y
Enhanced Security
10 SIP Trawversal Licenses
10 SIP User Regiskration Licenses
Software Version: 4.6.2
~

inGate
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Ingate Startup Tool

Startup Tool — Apply the Config

" The Startup Tool will launch a browser to have the installer
Apply the Configuration.

o Basic Rulesand | SIP | SIP .. Virtual Private | Quality of | Logging
Save/Load Show User Table Date ond Chonge
(IO Configuration Administration Upgrade Look  Time  Restart Language

Test Run and Apply Conf (Help) Show Message About Unapplied Changes

Duration of limited test mode: & On every page
30 seconds ) On the Save/Load Configuration page
) Never
[ Apply configuration l
Backup (Help)
The permanent configuration is not affected.
[ Save to local file ] l Load from local file ] Local file:

Save/Load CLI Command File (Help)
The permanent configuration might be affected by loading a CLI file.

| SaeconfigtoCLifle || Load CLlfile |Local file:
Abort All Edits (Help) Reload Factory Configuration (Help)
The permanent configuration is not affected. The permanent configuration is not affected.

Abort all edits [ Load factory configuration ]

inGate



E——
Ingate Startup Tool

Startup Tool — Register & Upgrade

Ingate Startup Tool

Licenses and Uparades | Network Topology | IP-PEX | ITSP || Upload Configuration

In order ko register vaur unit, download licenses and upgrades, vou need ta be connected to the Ingate Weh
AC C O l I nt ‘four Ingake Web Account Create an account at the Ingate web

User:

Password:
. Cre ate Ingate -\ -x / eb Conneck and Register this unit with the Ingate Web Your registred units

Model: Ingate SIParator 19
Serial #: 1-092-719-5151-0

Account

Download and install licenses and upgrades from the Ingate Web

. ‘ O nne C t to Fetch and install purchased modulesflicenses Currently Installed Modules

Purchase code: SIP Trunking "~
Advanced SIP Routing
[11 have the license an my PC Remaote SIP Conneckivity

L]
¢ lngate ° C O Upgrade the software of wour unit \\:SII\IP e

Enhanced Security
10 SIP Traversal Licenses A
" Install Modules &
nsta oaules
Skatus
: : Ingate Startup Tool Yersion 2.3.6, connected to: Ingate SIParator 19, IG-092-719-5151-0
Licenses by entering 12-

WPN ~
Enhanced Security
10 5IF Traversal Licenses

digit PurCha S e I<€y 10 SIP User Redistration Licenses

Software Yersion: 4.6.2

" Upgrade the software of '
the unit

inGate




Exercise #1
Startup Tool

inGate



S . e .. e~

Overall Training Setup

Training Station #2

i
I repErEre)

Softphone Laptop

DID #: 6135552222 IF Address: 10.20.20.20

IP Address: 10.20.20.20 Mask: 255.255.255.0
Default GW: 10.10.10.1
DMS: 65.175.129.149

Ingate SIParator 19
Lisermame; admin
Pazsword: admin
MAC Address: 00-D0-C9-A9-TF-15
Ethd {Inside) IP Address: 10.20.20.22
Mask: 255 2552550

Eth1 (Quiside) IF Address: 12,34 56,22
Maszk: 255 255 2550

Default GW: 12.34 56.1

DNS: 65.175.120.149

Training Station #3

Softphone Laptop

IP Address: 10.30.30,30 Mask: 255 255.255.0
DCrefault GVW: 10.30.30.1
DONS: 65.175.129.149

DID #: 6135553333 IP Address: 10.30.30.30

Ingate SIParator 19

Lisername; admin

Password: admin

MALC Address: 00-D0-C8-A5-81-63
Eth {Inside) IP Address: 10.30.30.33
Mask: 255 255 255.0

Eth1 {Qutside) IP Address; 12.34.56,33
Mask: 2552552550

Default GW: 12.34.56.1

CMS: B5.175.129.149

Training Station #1

Softphone Laptop

DID #: 6135551111 IP Address: 10.10.10.10

IP Address: 10.10.10.10 Mask: 253.235.235.0
Default GW: 10.10.10.1
DMS: 65.175.129.149

Ingate SiParator 19

LUsarname: admin

Password: admin

MAC Address: 00-D0-C9-A5-81-38
Eth (Irside) IP Address; 10,10.10.11
Mask: 255 255 25510

Eth1 (Outside) IP Address: 12_34.56.11
Masgk: 255255 2550

Default GW; 12,34 56,1

DNS: 65.175.129.149

Training Station #4

\ e
p—
Softphone Laptop

DID & 6135554444 IP Address: 10.40.40.40

IF Address: 10.40.40.40 Mask: 255.255.255.0
Default GW: 10,40.40.1
DMES: 65.175.129.149

=

Ingate SiParator 19

Usarname: admin

Password: admin

MAC Address: 00-D0-C9-AD-B5-02

Ethd (Inside) IF Address: 10.40.40.44
Mask: 2552552550

Eth1 (Cutside) IP Address: 1234, 56,44
Mask: 255 255 2550

Default GW: 12.34 561 h
DMS: 65.175.129.149 [ 4



Training Station #1

o=

waaum1L:rrrj1!

-
-----

Exercise #1

- -
""""""""""""""""

a Ingate P: ‘-._ :" Ingate IP: ™ :" Ingate IP: ‘-.
£ 10.10.10.11 5 12345611 e . 12345622
inGate ¢

45@'_{ " Internet 3
-I' - _.".;.

IP-PBX to Ingate

INVITE:

6135552222@10.10.10.11

—
Ingate to IP-PBX

INVITE:

6135551111@10.10.10.10

—
ITSP to Ingate Emulation
INVITE:

6135552222@12.34.56.22

%
ITSP to Ingate Emulation

INVITE:
6135551111@12.34.56.11

Training Station #2

-----
###

'\

' IngateIP \
\ 10.20.20.22 /

Ingate to IP-PBX
INVITE:

6135552222@10.20.20.20

A —

IP-PBX to Ingate
INVITE:

6135551111@10.20.20.22

inGate



Break - Lunch
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Recap

Ingate Products
" Ingate Firewall and Ingate SIParator
" Scale by appliance giving more traversals

® Number of purchasable Options Modules

Deployments
" Ingate Firewall and Ingate SIParator

Startup Tool

" “Out of the Box” setup and commissioning

® Select IP-PBX and I'TSP

inGate



Programming GUI
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Programming GUI

Web Configuration

" Web into the Ingate

" Major Categories and separate Tabs

e Basic Rulesand ] SIP | SIP .. Virtual Private | Quality of | Logging

G Defoult Al Interface
TG Gateways Interfaces NAT VLAN EthO Ethl Eth2  Status  PPPoE

Networks and Computers

Lower Limit Upper Limit
Name Subgroup DNS Name DNS x::::m = Interface/VLAN Delete
or IP Address IP Address or IP Address IP Address
* [ITsP_ip IE v|[0000 10000 255265 255 265 | 255.255.255.255 | outside (eth1 untagged) v [
+ |LF~N | | V| |1n 51.77.0 | 10.51.77.0 |1n 5177255 | 10.51.77.255 |inside {eth0 untagged) V| A
+ [PBX IE v|[10.5177 20 [10.51.77.20 | | - =
+ |'¢‘-.L&.rxl | | vl |g 000 | 0.0.0.0 |12,? 0.0.0 | 127.0.0.0 ||:|L|tsi|:|e {eth1 untagged) V| O
- v|[127002 [127.0.02 (255 265 255 255 | |255.255.255 255 | outside (eth1 untagged) |+ || ]

NS are



Programming: Network

inGate
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Programming: Network

Networks & Computers

® Provides a view of the Network connected on each
interface as a Routing Table.

L Basic Rulesand | SIP | SIP .. Virtual Private | Quality of | Logging

(AN Defoult All Interface
T Gateways Interfoces NAT VLAN EthO Ethl Eth2  Status  PPPoE

Networks and Computers

Lower Limit Upper Limit
Name Subgroup DNS Name DNS }_;z:m e Interface VLAN Delete
or IP Address IP Address or IP Address R
% ITsp_ip IE v|[0000 0000 2850255265255 | 255.255.255.255 | outside (eth1 untagged) ¥|| [
* [Lan IE v|[1051770 [10.51.77.0 [10.51.77 255 ||10.51.77.255  |inside (sth0 untagged) v (]
+ |PBX IE v|[105177 20 1[10.51.77.20 | | - =
+ ' wan IE v|l0.0.00 110.0.0.0 127.0.0.0 1127.0.00 | outside (sth1 untagged) || (]
- v|[127002 [127.0.02 245 255 955 265 ||255.255.255.255 | outside (sth1 untagged) v || []

inGate
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Programming: Network

Default Gateway

" The Default Gateway to the Internet, provided by the ISP.

e Basic Rulesond | SIP | SIP .. Virtuol Private | Quality of § Logging

Networks and DT All Interface
Computers ELET0VH Interfaces NAT VLAN EthO Ethl Eth2  Status  PPPoE

Default Gateways (Help)

.. DNS Name
Priority or IP Address IP Address Interface Delete

1231234234 = outside (eth1)  » || [

inGate
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Programming: Network

EthO Network Interface

" The IP Address / Mask of the NIC on the LAN.
EEATEREEEEEEE » s Rouin

Nomorksond  Dofoult . Interface
th

Computers  Golesnoys Imarlu-:as MAT VLN [0 BT Eh2 St PPRE deﬁnes Routej_‘ addfess

General Obtain [P Address Dynamically Speed and Duplex
Physical devics:eth( @ OFF (@ Avtomatic negotiation f h t‘xf k
Thizinterfaceix® On ) 08 (23 DHCP clisnt ON 2 100 Wbt s, full duplex Or Ot er ne Or
Interface name: 1) PPPE clisnt OM (O 100 Wibatss, half duplex

| e address on the LAN.

(73 10 hibitss, half duplex

Directly Connected Networks [Help)
DNS Name P Network | Broadeazt | VLAN |VLAN

N R Netmaszlk /Bits !
-rams orIP Addrezz  Addrez=z | ~ stmazk Bits Addrezz | Addrezz Id Name —
reside 1051.77.1|(255255 2650 1051 770/105177253 - ¥

Alias [Help)

Bazlow ars the ranges from which vou can sslect aliases.

DNS Name

or IP Address IP Addrezz Delete

Name

Static Routing (Help)

Routed Network Router

NS N NS N Delet
LLELE Network Addrez:Netmazk Bitz DS Name IF Addrezz =

Network Addre=s orIP Address ~ in G aie



Programming: Network

Eth1l Network Interface

" The IP Address/Mask of the NIC on the WAN.

ERE S H R R PPPOE or DHCP IP
anfiguratio i Trafic Hetwarss derviee J ond Tools [ |
ol or I
Metarisand Dokt Infacfoce
Ethl

Computers  Golewoys Imarlu-:as MAT VAN EtkD (&AM R Stotws  PPPOE

(General

Physical devics:ethl

address assignment

Ohbtain [P Address Dynamically Speed and Duplex

73 OFF @ Avptomatic nagotiatio: : bl
Thizinterfaceiz® On 0 OFF {23 DHCP elisnt ON 20 100 Dlbitss, full duplex a’re p O S Sl e d
Interface name: (@) PPPoE clisnt OF

(73 100 Mbits, half duples

outsice

v 10 Mbitss, full duplax
3 10 Nbit’s, half duplex

Directly Connected Networks [Help)

DNS Name P = : NetworkBroadeazt VLAN |[VLAN
N =k /
orIP Addrezz  Address ~ B Addrezz| Addrezz Id Nam DE[ELE

Name

ou tside - &

¥

Alias (Help)

Below arz the rangss from which vou can szlzct aliazzs

{An interface vaing dyvnamic IP mav not have aliasss.)

DNS Name
or P Address IP Addrez= Delete

Name

Static Routing [Help)

Routed Network

Router
DNS Nameor . _ DNS Name Delete
N < = N =k /Bit= N =
Network Addrez: ™ SR B orIP Addrezz Heerins

. pasiel inG ate



Programming: Basic Configuration
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Programming: Basic Configuration

Basic Configuration
® Provides DNS Server addresses.

Basic Rules and SIF’ 'SIF' Virtual Private {]uullly of § Logging

Basic Access DHCP  DHCP Dynamic
(IO Control RADIUS SNMP Server Server Status DNS Update Certificates Advanced

General Version of Ingate Firewall
Name of this firewall: g;:;ﬁ?r new versions of Ingate ® Yes O No
Omce | 2008-02
Defailt domain: Date of last successful version check: 12 10:30:12
Software version in use: 4.6.1
IP Policy Policy For Ping to Your Ingate Firewall
Discard IP ® Newver reply to ping
packets O Only reply to ping to the same interface
Reject IP ) Reply to ping to all IP addresses
packets

DNS Servers (Help)

DNS Name

No. or IP Address IP Address |Delete
1 216264 14113 216.254.141.13 | O
2 209.90.160.220 209.90.160.220 | ]

inGate
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Programming: Basic Configuration

Access Control
" Provides configuration for HT'TP and HTTPS access.
PEEe0EGEEH

Bosic LGS DHCP  DHCP Dymamic
Configuration KTl RADIUS SHMP Server Server Stotus DNSUpdate Certificates Advanced

Configuration Transport (Eelp) Configuration Allowed Via Interface ([Help)
Cu{unﬁgurnlinn via HITP . Etho | Eml | Em2
Direct your web browser to this address: Port: _ . -
- @ On|@O0n| 0 On
Sde (1051 771) &8 = O Off| & Off| @ Off
Configuration via HITPS
Dhrect wour web browser to this addres:  Port:

outside (zthi - 443
Certificate bo use:
HTTES Frot w
Configuration via S5H
Connect your S8H client to thisaddres: Port:

W ‘e

User Authentication For Web Interface Access (Halp)
@ Localueers

71 RADIUE database

71 Localusers or RADIUS datsbase

Configuration Computers [Help)

- DNS Nameor | Network | . . Via IPsec .
N N H g 5 ; g
I Network Address | Address | - etmask /Bits Range Peer SSHHTTP HTTPS Log Class | Deleate
0.5.77.0 0.51.77.0 285 285 2850 10.51.77.0 - - ~ (O ] Locs O
2 0.0.00 0000 Joo.00 0.0.0.0- - O O (= Locs ~ | O

inGate



Programming: NAT
& Rules and Relays

Firewall Only
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Programming: NAT

NAT

" Define when to apply NAT rules. Typically, From LAN
network to WAN network, NAT as WAN address

Basic Rules and SIF' ‘hnuul Private ':]uulllyu Logging
Networks and  Default Interfoce
Computers  Gatewaoys Imarlums /NN VIAN EthO Ethl Eth2  Status  PPPoE

NAT

Select if packets that originate from a unit behind the From interface should be NAT:ed when thev are sent to a unit behind the To interface. Optionally vou can also select specific networks to be
INAT:ed, as well as the address to use.

From To
i Netw i Netw ' i
No. Network (optional) Network (optional) NAT As (optional) Delete
Interface DNS Name or | Network Netmask / Bits Interface DNS Name or  Network Netmask / Bits
Network Address Address | ' Network Address Address | '
1 inside (gth0) hd outside {eth1) » outside (eth1) ~ [
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Programming: Rules & Relays

Rules

" Deftine specific Service from Client to Server networks.

e Basic Rulesand | SIP J SIP |.. Virtual Private § Quality of | Logging

DHCP Time
Relays Relay Services Protocols Classes

Rules
Rule No. S Client i IS Server SOl Direction Service Action I Log Class Comment Delete
State Peer Peer Class
E || on (]| Lan v [- v| [ wan - v|inside - | pptp v|[Alow v||24/7 v|| Local | =]
= outside
(INAT:ed)
2 || on (|| Lan |- v [ wan - v|linside - |icmp/udptcp v || Allow || 24/7 v | Local v O
> outside
(NAT:ed)
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Programming: Rules & Relays

Relays

" Direct specific Traffic to specific locations

o Basic Rulesand | SIP J SIP |.. Virtual Private | Quality of | Logging

DHCP Time
Rules LEIT Relay Services Profocols Classes

Relays (Help)

Listen To ... Relay To ... Allow Access From ... . .
DNS N Relav Tvpe Certificate for | Time
IP Address Port -1 ame IP Address| Port Sl Network IPsec Peer TLS/SSL Class
or IP Address
outside (eth1)  v||ao 105177 58 10.51.77.58 (g0 || UDP port forwarding v | wan v/ |- v/ |- v|[247 ]|
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Programming: QoS

Quality of Service — Call Admission Control
® You can make the firewall R EREREREER

IYONN QoS QoS QoS QoS T0S All QoS
B[ Closses EthO Eth1 Eth2 Modification Inferfaces

ijGCt SIP Calls When there Call Admission Control (Help)

Call admission control: & On O Off

Bandwidths For SIP Media (Help)

is not bandwidth enough

Interface | Allowed for Allowed for Allowed for Allowed for

left to get media streams | g S
through satisfactorily.

Codec Bandwidths (Help)

" Bandwidth for SIP Media

(kbit/s) Allowed
audio v |g723 40 On v O
d ﬁ B R ti audio ¥ |g726-16 16 On v O
- define BW Reservations e — -
audio v | |a726-32 32 On v O
. audio v | |g726-40 40 On v O
" Codec Bandwidth —define | == o= ¢
audio ¥ |g72%a g On ¥ O
audio ¥ |gsm 13 On v O
Codec B \-5<; audio ~ | |lilbc 16 On (v O
audio ¥ | |pema 64 On ¥ O
audio ¥ |pcmu 64 On » O
audio ¥ | |speex 44 On v O
audio <l 100 Off & O
video > 100 Off » O

Add new rows 1 rows.

Codec Filtering (Help)
Use codec filtering & No & Yes
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Programming: QoS

Quality of Service — QoS Classes

" Using Priority queues, you assign different priority to
different types of traffic.

" Using Bandwidth allocation, you assign guaranteed
bandwidth and bandwidth limits for different types of traffic.

QoS and UM QoS QoS QoS TOS All Qo$
LI Closses Eh0 Eth1 Eth2 Modification Inferfaces

Type of QoS  (Help)

(& Priority quenes
(" Bandwidth allocation

QoS Classes (Help)

Packet Size (bytes) TOS Octet

No. Class Name Client Server Service SIP Delete
Min Max TOS |DSCP
1 SIP Signaling - ~ (- >l - ~ || Signaling |+ IF]
2 SIP Media - > - ~(- || Media v F]
3 HTTP - |- + || http || Non-SIP O
4 FTP - v |- || tp v || Non-sIP |+ O

Add new rows 1

TOS Description
MD - Minimize Delay

MT - Maximize Throughput
MR. - Maximize Reliability
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Programming: QoS

Quality of Service — Most Restricted Interface
AR EREREREED

QoSand QoS QoS QoS T0S All QoS
SIP Closses EthO Eth? Modification Interfaces

" You specify how packets
belonging to different

classes should be handled
by the interface

" The Priority field specifies
in which priority queue to
put the packets. Higher
priority tratfic will always
be let through before lower
priority traffic is allowed
(but see also the Loose
Priority setting).

Loose Priority (global setting) (Help)

Save |0 % for lower priority traffic

Outgoing Traffic

General (Help)

Outgoing QoS: & Active O Inactive
Bandwidths (Help)
Total bandwidth limit: | 3000 kbit's
Reserved for SIP media: 200 kbit's
Available bandwidth: 2800 kbit's
Classification (Help)

Class Priority  Delete

SIP Signaling | | 1 (highest) + | J
SIP Media || 1 (highest) + |
HTTP v||2 v || O
FTP v || 8 (lowest) »| O
[ Addnewrows ]
Unclassified Traffic (Help)

Priority

4 -

Incoming Traffic

General (Help)

Incoming QoS: & Active O Inactive
Bandwidth (Help)
Total bandwidth limit: | 640 kbit's
Reserved for SIP media: 200 kbit's
Available bandwidth: 440 kbit's
Classification (Help)

Class Priority  Delete

SIP Signaling + || 1 (highest) +| [
SIP Media  + || 1 (highest) +| [
HTTP w2 (O
FTP v || 8 (lowest) v O

i

Unclassified Traffic (Help)
Priority
4 L
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Programming: QoS

Quality of Service — ToS Modification

" Modity the TOS octet
ot packets leaving the
firewall. You can
either specity a value

for the (3 bit) TOS
field (RFC 791), or
you can specify a
value for the (6 bit)
Differentiated
Services field (RFC
2474).

o Basic Rulesand § SIP J SIP |, . Virtual Private | Quality of

QoSond QoS QoS QoS QoS 105 All QoS
SIP Closses Eth0 Eth1 Eth? IETGSHTTN Interfaces

TOS/DSCP Modification

You can modify the TOS octet of packets leaving the firewall. You can either specify a
value for the (3 bit) TOS field (REFC 791), or vou can specify a value for the (6 bit)
Differentiated Services field (RFC 2474). Note that the DSCP value is entered in decimal
form in this table.

TOS Octet

Class Delete
TOS | DSCP
SIP Signaling | | - v |17 [
[ Add new rows I1 rOWSs.

TOS Description
MD - Minimize Delay

MT - Maximize Throughput
MR - Maximire Reliability
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Programming: SIP Services

Basic
® Turn On SIP Module.
" Define Media Port Range.

e Basic Rulesand | SIP J SIP .. Virtual Private | Quality of | Logging

Signaling  Medi Sessions  Remote SIP  VolP

Encryption Encryption Inferoperability and Media Connedtivity Survival

SIP Module (Help)
SIP module: & On O OfF

Additional SIP Signaling Ports (Help) SIP Logging (Help)

Port Transport Comment Delete L,Dg C,lags for SIP  Log class for SIP
signaling: packets:
[ Add new rows ] 1 rows. Laocal w Local ¥
Log class for 5IP Log class for SIP
SIP Media Port Range (Help) license messages: BITOFS:
Ports: |58024 - |60999 Local 4 Local 4
Log class for SIP Log class for SIP

media messages:

Local v

debug messages:

Local v
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Programming: SIP Services

Interoperability

" Common deviations from the standard

Armizkinmi
AT

Selng Medin Semins Bemm AP WolP
Basir Fronpeizn Frongiisn [0SR0 00 ond Medin Comedtiniy Sureiml

Remove Via Headers &g Tranzlation Exceptions s
5IF Server Except Thiz From Trazdacen
DG Name Drelete D3 Name Dielete
orIP:’ad.d.rh‘.mMrnt or [P Addres e
[ acrmmma ][ [ e ][
Expire: Header g Force Tranzlation | gde

e

Abwayv: Traslare ThiTrelece

Delay URI Decryption &g

Eacomemendad senins: Normal URI dacrypesion

Uzer Matching  @ae

ing
]

hy on masnnzme

RTPAVF With sdescription: g Tranzmit RTPAVE With

e woiss oompt RIT F worh 3o

ZerrveT

oored segoead Vs & Mo

Force Remote TLE Connection Reuze @Eis Accept TCF Marked Az TLS Eag)
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Programming: SIP Services

Remote SIP Connectivity

® Allows SIP client behind NAT boxes to use SIP,

A Bosic ffulesond | SIP § SIP |, . Virtual Private J§ Quality of | Logging

Signaling ~ Medio ST Remote SIP TS
Bmic Encrypfion Encryption Intercperchility ond Media L€SNESATIA Survival
STUN Server [Help)

STUN server:
O On & Off

Remote NAT Traversal (Help)

Remote NAT traversal:
® On O Off
NATkeepalivemethod: Media Route:
® UseOPTIONS o Route media directly between clients

behind the same NAT

y Useshortregistration times .
= & Alwaysroute media through the firewall

Useboth OPTIONS and short
registration times

NAT timeout for UDP:

20 seconds

NAT timeout for TCP:

150 seconds
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Programming: SIP Traffic

SIP Methods
® Select which SIP methods the firewall should allow &

i ILI: .imurtd >IF ?lnquFn'mw ﬂuulrrru Logping
authenticate  (EEEAEFRARDEIEMS

sIp User  Authemication
({05 Filtering Driobase and Accounting Dial Plon Rovting STulle

SIP Methods (Help)
Plzasa note that the SIP methods ACK and CANCEL cannot be authenticated according
to the SIP RFC.

Method Traffic To Allow | Auch Delete
BYE Both || on me || o || D
FEATURE Both || on || o v ||
INFC Both || on ||| off || [
INWVITE Both || on ||| off || [T
MESSAGE Both || on & || or | [ O
NOTIFY Both || on # || off & | [
OFTIONS Both || on || off »| | [
FRACK Both || on me || o ||
FLUB LISH Both || on e[ o vl [
REFER Both || on m| || off »|| [
REGETER Local domains || on #| || on | [
REGETER Cther domains M| || on & ||| off »|| O
SERVICE Baoth | on & || o | [ O
SUBSCRIBE Both || on || off »| | [
UFDATE Both || on me || o ||
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Programming: SIP Traffic

Filtering

" The Proxy Rules and Default Policy For SIP Requests
settings control if sipfw should process requests, based on
the sender IP address of the request

RBEEEREEBE .- . T
: onfigurction | ©° " § Reloys ryices giworks Servica | and Tools
¢ Content Type
P User  Authenticati SIP y y
MmmMnmm and heowiog Di Pl R Sk table controls i1f SlhW

Proxy Rules (fslp) should process

No. [From Network Action Delete Default Policy For SIP Requests

1 O Pt requests, based on the
o content type of the

Content Types (Help)

Content Tvpe | Allow |Delete feqU.eSt bOdy

-t on v | O

3::ITG§IT:" SOAF fffv E | */* _ AIIOWS All
spplication/pidf+x| | OFF v | O]

application/vnd-mi | ©FF »| | O]

application/vnd-mi | ©FF »| | O]
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Programming: SIP Traffic

Local Registrar

" Define SIP Users that register to the Ingate (server registrar)

o Basic Rulesand | SIP f SIP .. Virtual Private § Quality of | Logging
SIP [T Avthenticaion ~ SIP Dial SIP
Methods Filtering LEVTELA and Accounting Accounts Plan Roufing Status

Local SIP Domains (Help)

Domain Delete Row
10.51.77 1 L

sip.office-on-the.n|| CJ

[ Add new rows ] 1 TOWs.

Registrar Limits

Timeout for registrations: Allowed number of users: Allowed number of registrations per user:

3600 seconds (max 20) 5

Local SIP User Database (Help)

Username Domain Authe_nhcanun Password Register From Lelzi
Name Row
11200 1051 77 1 11200 [ Change Password ] LAMN ~| (]
B1TT 105177 1 scott [ Change Passward ] LAN ~»( O
asterisk 10.51.77.1 asterisk [ Change Passwaord ] LAMN ([
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Programming: SIP Traffic

SIP Accounts

® Define SIP Users for Service Providers

" Select behavior of these SIP Users (Ingate as client)
Basic Rules an SIP Virtual Private ﬂuullhru Logging
ERAR AR ESERED

SIP Local  Authentication JEI[A Dial SIP
Methods Filtering Registrar and Accounfing EXGITU Plan Routing Status
Registration Parameters (Help)

Registration interval: 3600 seconds

Eetry registration after: | 300 seconds

SIP Accounts (Help)

Username Domain :'Luthe_nricariun Display Name P_ASSEFtEd_ Password Account Type Delete
Name Identity Row
6033240113 proxy 1 handtel 2036400002 [ Change Password ] *F v || []
6033240113 proxy2_bandtel 2036400002 [ Change Password ] *F v || []
2075500001 registrar_bandtel ||2036400002 ’ Change Password ] #F/Register | (]
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Programming: SIP Traffic

User Database: Account Type Selections

" Register: With this Account type, the firewall registers the
username with the SIP server associated with the domain. You may
enter the address to send the request to in the User Routing table.
This 1s useful when you have a SIP client which cannot register
propetly.

" XF: With this Account type, the firewall replaces the From header
with the username and domain of this user. The request is then
forwarded to the SIP server associated with the domain.

" XF/Register: With this Account type, the firewall replaces the
From header as described above, then registers as described under
Register above.
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Programming: SIP Traffic

User Database: Account Type Selections

" Domain: This Account type can be used when sending requests to
other domains where authentication is required. You must select this
account in the Dial Plan when you forward requests to the domain in
question. When that server requires authentication for its domain,
the firewall sends the username and password configured here.

" B2BUAWM: With this Account type, the firewall replaces the From
header as described under XE It also changes the SDPs to the effect
that media is always sent via the firewall.

" B2BUAWM/Register: With this Account type, the firewall acts as
described under BZBUAWM above. It also registers the user as
described under Register above.
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Programming: SIP Traffic

Dial Plan
" On the Dial Plan page, you can perform advanced routing

of SIP requests

o Basic Rulesand | SIP | SIP .. Virtual Private | Quality of | Logging

SIP User  Authenticafion SIP
Methods Filtering Dotabose and Accounting DIVINZITN Routing Status

Use Dial Plan (Help) Emergency Number (Help)

® On 911 |
O Off
) Fallback
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Programming: SIP Traffic

Dial Plan “Matching FROM Header”

" Requests can be matched on From header, sender IP
address, transport method and network.

L Basic Rulesand | SIP J SIP .. Virtual Private | Quality of § Logging

SIP User  Authenfication SIP
Methods Filtering Dotabase and Accounting PIDUZITY Routing Status

Use Dial Plan (Help) Emergency Number (Help)

® On 911
O Off
" Fallback

Matching From Header (Help)

_ Use This ... ... Or This _
Name — - Transport Network Delete
Username Domain Reg Expr
Bandwidth com UDP ~ | |[ITSP_IP v ]
LAN UDP v | |LAN ¥ | O
VAN Any | VAN vl []
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Programming: SIP Traffic

Dial Plan “Matching Request URI”

" Requests can be matched on the Request-URI, which
states where the request is bound.

L Basic Rulesand | SIP | SIP |.. Virtual Private | Quality of § Logging

SIP User  Authentication SIP
Methods Filtering Database and Accounting DIVIRZITN Routing Status

Matching Request-URI (Help)

Use This ... ... Or This

Name Delete
Prefix Head Tail Min. Tail Domain Reg Expr
Alt_Inbound ||+ (613 0.9 vl[7 123123123213 || || O
Alt_Outbound | | I 0.9 || |10.51.77 1 | J=
|Inhuund | | | | | | Vl | | | | |sip (@ | ]
|DL|th|:|L|n|:I | | | | | | Vl | | | | |sip L@ 0 51| O
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Programming: SIP Traffic

Dial Plan “Forward To”

" Define destinations for the SIP requests

o Basic Rulesand | SIP J SIP |.. Virtual Private | Quality of | Logging

SIP User  Authenfication SIP
Methods Filtering Dotabase and Accounting DIVINZGTN Routing Status

Forward To (Help)

Use This ... v.. Or This v.. Or This

Name Subne. Account Replacement URI|  Port  Tramsport| Reg Expr Delete
+ BandTel IE || 6033240113@proxy1 bandtel | | || - = | O
2 || 6033240113@proxy2 bandtel v | || - & | J[=
+ [Banduwidth com || 1 IE v | - v [sip+s1@21682| O
2 | E | | - *| [sip+s1@21682] O
|

+ [IP-PBX IE IE v [10.51.77.20 - & | |=
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Programming: SIP Traffic

Dial Plan “Dial Plan”

" Combine the From Header, Request-URI and Forward
To tables in the Dial Plan table.

L Basic Rulesand | SIP | SIP |.. Virtual Private J Quality of | Logging
SIP
VNN Routing Status

SIP User  Authenticofion
Methods Filtering Dafabase and Accounting

Dial Plan (Help)

. . Add Prefix Time
No. From Header | Request-URI Action Forward To . - aoh ENUM Root Class Comment |Delete
orwar NU!
|1 | |Eianc|w1dth Com V| | Inbound V| |Fnrward V| |IF'—F'EIP{ V| | | | | | V| | V| | | i
|2 | |Lf'—‘~.f\l V| | Cutbound V| |Fnrward V| |ElancITeI V| | | | | | v| | v| | | il
|3 | |Lf'-‘~.f\l V| | Qutbound V| |Fnrwarc| V| |Elandwic|th com V| | | | | | V| | V| | | o
4 || waN | ¥ | Reject |- v | |E v[- ] |
5 || wan v || Inbound v | Forward v| [ IP-PBX < I IE - ™| || O




Programming: SIP Traffic

How Does It Work?

g ~ inGate |
IP-PBX LAN &- Internet - ( PSTN

/ TSP

" Outgoing Call S & N ;‘%

" SIP Phone sends INVITE to 6135552000@IP_IP-PBX
" IP-PBX sends INVITE to 6135552000@IP_Ingate
" Ingate sends INVITE to 6135552000@IP_ITSP

&

" Incoming Call
" ITSP sends INVITE to 6135554455@IP_Ingate
" Ingate sends INVITE to 6135554455@IP_IP-PBX

" JP-PBX sends INVITE to ExtNumber@IP_Phone _
iInGate



Programming: SIP Traffic

Dial Plan “Method in the Dial Plan”

® Select which methods should be processed by the Dial
Plan.

o Basic Rulesand | SIP | SIP .. Virtual Private § Quality of | Logging

SIP User  Authenfication SIP
Methods Filtering Dofabase and Accounting [UGINZCTN Routing Status

Methods in Dial Plan (Help)
The ACK,_ PRACK, CANCEL, BYE, NOTIFY, UPDATE and INFO methods cannot be handled by the Dial Plan.

Method Delete REGISTER in Dial Plan (Help)
INVITE ] ® Keep To headers for REGISTER requests passed through the Dial Plan

OPTIONS (O Rewrite To headers for REGISTER requests passed through the Dial Plan

1
SUBSCRIBE ]
MESSAGE [

1

REFER
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Programming: SIP Traffic

Routing “DNS Override for SIP Requests”

" Enter SIP domains to which traffic should be sent, but
which for some reason cannot be looked up using DNS

e Basic Rulesond | SIP f SIP .. Virtual Private | Quality of | Logging

SIP User  Authentication SIP
Methods Filtering Dotabase and Accounting Dial Plan Status

DNS Override For SIP Requests (Help)

Relayv To
Domain DNS Name - .. Delete
or IP Address IP Address Port  Transport Priority | Weight
+ | proxy1.handtel 65.175.129.133 65.175.129.133 UDP + O
+ |prowy2 bandtel ||| 65.175.129.133 65.175.129.133 UDP w Fl
+ |registrar bandtel | |65.1756.129.133 65.175.129.133 UDP v O
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Programming: SIP Traffic

Routing “Class 3XX Processing & SIP Routing Order”

® C(lass 3xx Messages Processing concerns how to process
redirect requests

" SIP Routing Order priorities which function to process
first

o Basic Rulesand | SIP f SIP .. Virtual Private § Quality of | Logging

SIp
Status

SIP User  Authenfication
Methods Filtering Dotabase and Accounting Dial Plan

SIP Routing Order (Help) Class 3xx Message Processing (Help)

(# Forward all
(7 Follow redirects

No. Routing Function

i DNS Override
. Local Registrar
3 Dial Plan
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Programming: SIP Traffic

Routing “Static Registrations”

" Statically forward the requests from one SIP URI to
another.

o Basic Rulesand | SIP J SIP .. Virtual Private | Quality of § Logging

SIP Services

SIP User  Authenfication SIP
Methods Filtering Database and Accounting Dial Plan LEIINY Status

Static Registrations (Help)

_ Also Forward To
Requests To User - — Delete
LUser sip/sips Transport

+ 03006033240113(| |scott@ingate con|| sip ¥ || - v [l
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Programming: SIP Traffic

Routing “Local REFER Handling”

® SIP Trunking Service Providers can not handle a REFER
Method. Many IP-PBX require to send REFERs for
Transferring calls. This ensure the Ingate handles the

REFER locally.
e Basic Rulesand | SIP | SIP .. Virtual Private | Quality of § Logging
SIP User  Authenticafion SIP

Methods Filtering Database and Accounting Dial Plan [LETTIITN Status

Local REFER Handling (Help)
Always handle REFER locally [] For clients not supporting REFER
[] For clients not supporting replaces

[] For dialogs with specified From URI

From URIs For Which REFER is Handled Locally
URI Delete
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Programming: SIP Traffic

SIP Status

" Shows current SIP activity

L Basic NRolesand § SIP | SIP .. Virtual Private J§ Quality of | Logging

e User  Authentication
Methods Filtering Datobase and Accounting Dial Plon Roufing

Active Sessions (4 sessions)

Start Caller Callee State Call-ID Media Type
153505 |<sip+16139630933@65.175.129.133> <sip03006033240113@65.175.129.133= Established(88865274585eadc713c447Th202f4318720233b6cb689T783fc 18-
00095-7877

(199.173.76.10:54048)— 10.51.77 5520014 UDP Audio

153505 |==ip+16139630033@65.175.129.133 <sipZHr4u2 OlewCkhG75rAuRI@207.112.18.164 |[Established|30857c37-470202f68bb8a-bcabf3 @ sipgt-64featdl
(199.173.76.10:54048)— 1051.77 5520014 UDP Audio

153505 |==ip+16139630033@65.175.120.133 <sipscott@ 10517755 Established|5e0a4fbf-470202£79990-11ce33d7 @ sipgt-4294{73

199.173.76.10:54048 + (10.51.77 5520014) UDP Audio
153505 |==ip+16139630033@65.175.120.133 <sipscott@ingate com= Established4dbe6966-4Th202f4e4ac2-b0008a@ sipgt-4294e£73
Monitored SIP Servers

Monitored SIP Server Port Transport Monitored SIP Server Status
ingate com 5060 [UDP Monitorad SIP server is online
Registered Users (1 users)

User Registered From Survival Aliases

scott@mgate.com(10.51.77.55

III\7UlI.e



Exercise #2
Dial Plan
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Overall Training Setup

Training Station #2

i
I repErEre)

Softphone Laptop

DID #: 6135552222 IF Address: 10.20.20.20

IP Address: 10.20.20.20 Mask: 255.255.255.0
Default GW: 10.10.10.1
DMS: 65.175.129.149

Ingate SIParator 19
Lisermame; admin
Pazsword: admin
MAC Address: 00-D0-C9-A9-TF-15
Ethd {Inside) IP Address: 10.20.20.22
Mask: 255 2552550

Eth1 (Quiside) IF Address: 12,34 56,22
Maszk: 255 255 2550

Default GW: 12.34 56.1

DNS: 65.175.120.149

Training Station #3

Softphone Laptop

IP Address: 10.30.30,30 Mask: 255 255.255.0
DCrefault GVW: 10.30.30.1
DONS: 65.175.129.149

DID #: 6135553333 IP Address: 10.30.30.30

Ingate SIParator 19

Lisername; admin

Password: admin

MALC Address: 00-D0-C8-A5-81-63
Eth {Inside) IP Address: 10.30.30.33
Mask: 255 255 255.0

Eth1 {Qutside) IP Address; 12.34.56,33
Mask: 2552552550

Default GW: 12.34.56.1

CMS: B5.175.129.149

Training Station #1

Softphone Laptop

DID #: 6135551111 IP Address: 10.10.10.10

IP Address: 10.10.10.10 Mask: 253.235.235.0
Default GW: 10.10.10.1
DMS: 65.175.129.149

Ingate SiParator 19

LUsarname: admin

Password: admin

MAC Address: 00-D0-C9-A5-81-38
Eth (Irside) IP Address; 10,10.10.11
Mask: 255 255 25510

Eth1 (Outside) IP Address: 12_34.56.11
Masgk: 255255 2550

Default GW; 12,34 56,1

DNS: 65.175.129.149

Training Station #4

\ e
p—
Softphone Laptop

DID & 6135554444 IP Address: 10.40.40.40

IF Address: 10.40.40.40 Mask: 255.255.255.0
Default GW: 10,40.40.1
DMES: 65.175.129.149

=

Ingate SiParator 19

Usarname: admin

Password: admin

MAC Address: 00-D0-C9-AD-B5-02

Ethd (Inside) IF Address: 10.40.40.44
Mask: 2552552550

Eth1 (Cutside) IP Address: 1234, 56,44
Mask: 255 255 2550

Default GW: 12.34 561 h
DMS: 65.175.129.149 [ 4



Training Station #1

-
-----

----------

Exercise #2

Training Station #2

-
""""""""

-----
###

[ } K Ingate |P ‘_ :" Ingate IP: ‘~. :" Ingate IP: “. . lngateIP “. [ |
\ 10101011 . . 12345611 '.' . 12345622 \ 10202022 0 )
g inGate
< 45""—' " Internet 7
3 |
! = A~/
= |
= ~ ITSP to Ingate Emulation -
ST INVITE: Lo
IP-PBX to Ingate FROM: Ingate to IP-PBX
INVITE: 6135551111@12.34.56.11 INVITE:
6135552222@10.10.10.11 6135552222@10.20.20.20

—
Ingate to IP-PBX

INVITE:
6135551111@10.10.10.10

-

ITSP to Ingate Emulation

INVITE:

6135551111@12.34.56.11 e

FROM: IP-PBX to Ingate

6135552222@12.34.56.22 INVITE:
6135551111@10.20.20.22

inGate



Exercise #3
SIP Security — Lock to Source IP
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Overall Training Setup

Training Station #2

i
I repErEre)

Softphone Laptop

DID #: 6135552222 IF Address: 10.20.20.20

IP Address: 10.20.20.20 Mask: 255.255.255.0
Default GW: 10.10.10.1
DMS: 65.175.129.149

Ingate SIParator 19
Lisermame; admin
Pazsword: admin
MAC Address: 00-D0-C9-A9-TF-15
Ethd {Inside) IP Address: 10.20.20.22
Mask: 255 2552550

Eth1 (Quiside) IF Address: 12,34 56,22
Maszk: 255 255 2550

Default GW: 12.34 56.1

DNS: 65.175.120.149

Training Station #3

Softphone Laptop

IP Address: 10.30.30,30 Mask: 255 255.255.0
DCrefault GVW: 10.30.30.1
DONS: 65.175.129.149

DID #: 6135553333 IP Address: 10.30.30.30

Ingate SIParator 19

Lisername; admin

Password: admin

MALC Address: 00-D0-C8-A5-81-63
Eth {Inside) IP Address: 10.30.30.33
Mask: 255 255 255.0

Eth1 {Qutside) IP Address; 12.34.56,33
Mask: 2552552550

Default GW: 12.34.56.1

CMS: B5.175.129.149

Training Station #1

Softphone Laptop

DID #: 6135551111 IP Address: 10.10.10.10

IP Address: 10.10.10.10 Mask: 253.235.235.0
Default GW: 10.10.10.1
DMS: 65.175.129.149

Ingate SiParator 19

LUsarname: admin

Password: admin

MAC Address: 00-D0-C9-A5-81-38
Eth (Irside) IP Address; 10,10.10.11
Mask: 255 255 25510

Eth1 (Outside) IP Address: 12_34.56.11
Masgk: 255255 2550

Default GW; 12,34 56,1

DNS: 65.175.129.149

Training Station #4

\ e
p—
Softphone Laptop

DID & 6135554444 IP Address: 10.40.40.40

IF Address: 10.40.40.40 Mask: 255.255.255.0
Default GW: 10,40.40.1
DMES: 65.175.129.149

=

Ingate SiParator 19

Usarname: admin

Password: admin

MAC Address: 00-D0-C9-AD-B5-02

Ethd (Inside) IF Address: 10.40.40.44
Mask: 2552552550

Eth1 (Cutside) IP Address: 1234, 56,44
Mask: 255 255 2550

Default GW: 12.34 561 h
DMS: 65.175.129.149 [ 4



Troubleshooting
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Troubleshooting

Logging Configuration
" SIP Events will ensure SIP calls are logged.

o Basic Rulesond | SIP f SIP .. Virtual Private § Quality of § Logging
Logging log Log
(G Closses Sending

Logging Configuration (Help)

Display Packet  Check
log Copture Network

VPN Events (Help) SIP Events (Help)
Log class for [Psec key negotiations: Log class for SIP signaling:
Local b Local b
Log class for [Psec key negotiation debug Log class for SIP packets:
messages:
Local v
b

Log class for SIP license messages:

Log class for IKE and NAT-T packets:
Local b

Local o Log class for SIP errors:
Log class for ESP packets:
Local w
W

Log class for SIP media messages:

Log class for [Psec user authentications:
Local b

Local o Log class for SIP debug messages:
Log class for packets to and from blaclklisted
IP addresses: Local b

= iInGate



Logging & Tools

" Display # Rows/Page

Signaling”

Show Newest on Top
" Select SIP Log Attributes

® Select “Show internal SIP

Troubleshooting

Il‘aplm_. Packst Check Disploy  Logging Log
[0 Copture Metwork  Lond  Configuration Classes Senﬁrlg

Search the Log  (Help)

200 rowslpage (tireout seconds)
[] Periodical search |20 seconds until next search

Packet gelection: ordy those packets that meet the search eriteria in the three
sections belowr willbe selected This selection will only have effect on the IP
packeis as selected choice.

Packet Type Selection

All padkets W

IP Address Selection (Help)
A [ not this address

B: [ 1ot this address

Chsre Obdst @b any

OA10B OB to & OBetweenagp 1 1ot thiscomdbination

ProtocolPort Selection

@ ANIP protocals

O TCP
O UDP

O ICWP

O ESF

O Protocol marnber: (Help) O not

SIP Packet Selection (Help)
CallID:
SIP Iethods:
IF addresses:
From Header:

To Header:

Support Report (Helpy
Include configuration database:
O ¥es @ Mo
Ilake sure the Log class for SIP

debug messages is set to Local if
you have a SIP-related problem

[ Exportsupportreport ]

Time Limits
Show log from: (_)
date (YYYY-
MM-DD) (I-H-I.MM.SS)

Show log until: (¢ (_)
date (YYVY-
MM.DD) (HH.n-m.SS)

Show newest at top

Show This

[ I packets as selected

[0 Confignration server logins

O Adwinistration and eonfigueation
[ Tirne-controlled reconfigurations

Ilarmal reconfizrations and
rehoots

[ Tirae changes

[ DHCP/PFPoE client

O RADIUS emors

[0 SNIP problems

[ Harchwrare errors

[ Mailerrors

[ Hegotiated IPsec turnels

[ Blacklisting events

[ IPsec key negotiations

O IFsec key negotiation debng
messages

[ IPsec user anthentication

[0 PPTP negntiations

SIP packets
O
[15IP media messages

$IP license messages

e



——
Troubleshooting

Packet Capture

" (Creates a Wireshark
PCAP network trace.

® Network Interface
Selection — All Interfaces

® Start — Stop - Download

_ Bosic ar fose oo Lvirkse! private | &

[imploy WEGTN Chek  laeging  log  Log
log RE[TY Mebwerk Configurafion Closses Seading

Czprure stares: Inactive  Caprorsd dats size: 17 KB

A Logging
nnd Tnals

Ingsts Firewall has s built-in paclet captuge fmnction which produces posp treca filss. You
= salect to caplurs traffic on one specific interfce of on 2l interfces.

For contacts with the Ingate Suppornt Team, a packet capiure iz not what i= uzually
expected (zometimes it i even not uzeful). For these purpozes, pleaze always send
aSu rt It .

Network Interface Selection
Al Inferfaces W
You can al=o sslact the fype of [P packets to capiuge, besad on [P address, protocol and
peodt.
IP Addrezz Selection [Helg)
O ot this addrezs
B: ¥

DA DAdst @A sy
D AtB OB A O Batwesn ASE

ot thiz address
[ not thiz combinstion

ProtocolPort Selection

i Al IP protocols

1 TCP
1 UDP

CIICKE

1 ESE

("3 PBrotocol number: (Haio? [ mod

Downiload capiured dsia |

(
1

Deel2ts CEPITED 020 |

inGate




Exercise #4
Packet Capture
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Overall Training Setup

Training Station #2

i
I repErEre)

Softphone Laptop

DID #: 6135552222 IF Address: 10.20.20.20

IP Address: 10.20.20.20 Mask: 255.255.255.0
Default GW: 10.10.10.1
DMS: 65.175.129.149

Ingate SIParator 19
Lisermame; admin
Pazsword: admin
MAC Address: 00-D0-C9-A9-TF-15
Ethd {Inside) IP Address: 10.20.20.22
Mask: 255 2552550

Eth1 (Quiside) IF Address: 12,34 56,22
Maszk: 255 255 2550

Default GW: 12.34 56.1

DNS: 65.175.120.149

Training Station #3

Softphone Laptop

IP Address: 10.30.30,30 Mask: 255 255.255.0
DCrefault GVW: 10.30.30.1
DONS: 65.175.129.149

DID #: 6135553333 IP Address: 10.30.30.30

Ingate SIParator 19

Lisername; admin

Password: admin

MALC Address: 00-D0-C8-A5-81-63
Eth {Inside) IP Address: 10.30.30.33
Mask: 255 255 255.0

Eth1 {Qutside) IP Address; 12.34.56,33
Mask: 2552552550

Default GW: 12.34.56.1

CMS: B5.175.129.149

Training Station #1

Softphone Laptop

DID #: 6135551111 IP Address: 10.10.10.10

IP Address: 10.10.10.10 Mask: 253.235.235.0
Default GW: 10.10.10.1
DMS: 65.175.129.149

Ingate SiParator 19

LUsarname: admin

Password: admin

MAC Address: 00-D0-C9-A5-81-38
Eth (Irside) IP Address; 10,10.10.11
Mask: 255 255 25510

Eth1 (Outside) IP Address: 12_34.56.11
Masgk: 255255 2550

Default GW; 12,34 56,1

DNS: 65.175.129.149

Training Station #4

\ e
p—
Softphone Laptop

DID & 6135554444 IP Address: 10.40.40.40

IF Address: 10.40.40.40 Mask: 255.255.255.0
Default GW: 10,40.40.1
DMES: 65.175.129.149

=

Ingate SiParator 19

Usarname: admin

Password: admin

MAC Address: 00-D0-C9-AD-B5-02

Ethd (Inside) IF Address: 10.40.40.44
Mask: 2552552550

Eth1 (Cutside) IP Address: 1234, 56,44
Mask: 255 255 2550

Default GW: 12.34 561 h
DMS: 65.175.129.149 [ 4



Training Station #1

Softphone Laptop Ingate SIParator 19
DID #: 6135551111 IP Address: 10.10.10.10  Username: admin

IP Address: 10.10.10.10  Mask: 255.255.255.0 Password: admin

Default GW: 10.10.10.1  MAC Address: 00-D0-C9-A5-81-39
DNS: 65.175.129.149 Eth0 (Inside) IP Address: 10.10.10.11
Mask: 255.255.255.0

Eth1 (Outside) IP Address: 12.34.56.11
Mask: 255.255.255.0
Default GW: 12.34.56.1
DNS: 65.175.129.149

Training Station #2

S IP Address: 123.123.123.22
Softphone Softphone DID: 6135552222
Call Training Station #2:
6135552222@10.10.10.11

|||\7\:||'e



Training Station #2

Softphone Laptop Ingate SIParator 19

DID #: 6135552222 IP Address: 10.20.20.20 Username: admin

IP Address: 10.20.20.20 Mask: 255.255.255.0 Password: admin

Default GW: 10.20.20.1 MAC Address: 00-D0-C9-A5-7F-15

DNS: 65.175.129.149 EthO (Inside) IP Address: 10.20.20.22

Mask: 255.255.255.0

_ Eth1 (Outside) IP Address: 12.34.56.22
| Mask: 255.255.255.0

Default GW: 123.123.123.1

DNS: 65.175.129.149

ey = Training Station #1
— > P Address: 12.34.56.11
Softphone Softphone DID: 6135551111
Call Training Station #1:

6135551111@10.20.20.22

nizdte



Training Station #3

Softphone Laptop Ingate SIParator 18
DID #: 6135553333 IP Address: 10.30.30.30 Username: admin

IP Address: 10.30.30.30 Mask: 255.255.255.0 Password: admin

Default GW: 10.30.30.1 MAC Address: 00-D0-C9-A5-81-63
DNS: 65.175.129.149 EthO (Inside) IP Address: 10.30.30.33
Mask: 255.255.255.0

Eth1 (Outside) IP Address: 12.34.56.33
Mask: 255.255.255.0
Default GW: 12.34.56.1
DNS: 65.175.129.149

== Training Station #4
Lol — P Address: 12.34.56.44
Softphone Softphone DID: 6135554444
Call Training Station #4:

6135554444@10.30.30.33

|||\7Jte



Softphone

Soﬂﬁﬁone

DID #: 6135554444 IP Address: 10.40.40.40 Username: admin
IP Address: 10.40.40.40 Mask: 255.255.255.0 Password: admin

Call Training Station #3:
6135553333@10.40.40.44

Training Station #4

Laptop Ingate SIParator 19

Default GW: 10.40.40.1 MAC Address: 00-D0-C9-AD-B5-02
DNS: 65.175.129.149 Eth0 (Inside) IP Address: 10.40.40.44
Mask: 255.255.255.0

Eth1 (Outside) IP Address: 12.34.56.44
Mask: 255.255.255.0
Default GW: 12.34.56.1
DNS: 65.175.129.149

Training Station #3

IP Address: 123.123.123.33
Softphone DID: 6135553333

nidfe



